Multi-Factor Authentication (MFA)
for Employee Single Sign-On (SSO)
Updated 12/01/23

W SANTA ANA COLLEGE

- Santiago Canyon College




Have specific questions about MFA?

See our Multi-Factor Authentication (MFA) Frequently Asked
Questions (FAQs).

Lost your phone or device?

Please see our FAQs section for New Phone, Lost Phone, or Stolen
Device and Managing MFA Methods, or Contact the ITS Help Desk.

l Continue down this guide for step-by-step instructions for MFA setup.


https://rsccd.edu/Departments/Information-Technology-Services/Pages/Multi-Factor-Authentication-(MFA)---Frequently-Asked-Questions-(FAQs).aspx
https://rsccd.edu/Departments/Information-Technology-Services/Pages/Multi-Factor-Authentication-(MFA)---Frequently-Asked-Questions-(FAQs).aspx
https://rsccd.edu/Departments/Information-Technology-Services/Pages/Multi-Factor-Authentication-%28MFA%29---Frequently-Asked-Questions-%28FAQs%29.aspx#new-phone
https://rsccd.edu/Departments/Information-Technology-Services/Pages/Multi-Factor-Authentication-%28MFA%29---Frequently-Asked-Questions-%28FAQs%29.aspx#new-phone
https://rsccd.edu/Departments/Information-Technology-Services/Pages/Multi-Factor-Authentication-%28MFA%29---Frequently-Asked-Questions-%28FAQs%29.aspx#manage-mfa
https://rsccd.edu/Departments/Information-Technology-Services/Pages/Multi-Factor-Authentication-%28MFA%29---Frequently-Asked-Questions-%28FAQs%29.aspx#contact-its

Approved Methods for MFA:

Microsoft Authenticator (*Recommended)

e Google Authenticator

h
el

g
= Phone Call

Hardware Token

SMS Text Message

Also see how to Manage Your Backup Authentication Methods




2

Microsoft Authenticator — Summary of Steps

g

’y Continue down this guide for step-by-step instructions with screenshots.

Summary of steps

STEP 1 — Get the Microsoft Authenticator app on your phone. You can find it in your phone's app store.
STEP 2 — Go to https://aka.ms/mfasetup and sign in with your Single sign-on account.

STEP 3 - Follow the instructions on the website. You’ll be shown a unique picture known as a QR code.
When \ you see this QR code, open the MS Authenticator app on your phone, tap "Add work or school
account,"” and then tap "Scan a QR code” to scan the code with your phone’s camera.

STEP 4 — You’ll then get a code from the website to test that it’s working. Enter that code where it asks
you to on your phone.

STEP 5 — Finish the steps, and you’ll be logged into the Security Info page at https://aka.ms/mfasetup.

STEP 6 — On the Security Info page, select “Add sign-in method” to set up a backup authentication
method (such as Text or Phone).

STEP 7 — The next time you log in, the Authenticator app will help make sure it’s really you.

(Select this link to return to the list of Approved Methods for MFA)



http://www.office.com/
http://www.office.com/

A

STEP 1

Get the Microsoft
Authenticator app on
your phone.

You can find it in your
phone's app store.

NOTE: The official app
you need is from
Microsoft Corporation
and is free to
download.




Microsoft Authenticator

M cOLLEGE

STEP 2

Next, go to
https://aka.ms/mfasetup on a
computer or tablet.

‘\ﬁg SANTA ANA
| COLLEGE

M® Microsoft

studenttestuser@student.sac.edu

ch:tyiggo - » SelfServicelD@student MQ rE i nfo rmatin n

» SelfServicel D@student.s

College Example: ab12345@stu req u i rEd

For Employees:

Use your Single Sign-On (SSO)
credentials to log in.

Your organization needs more

SEIECt "N ext” When it aSkS for _ ‘— ; e v information to keep your account secure
”M0re |nf0 rm ation Req u i rEd o” Use a different account

Learn more


http://www.office.com/

Microsoft Authenticator

STEP 3

Follow the instructions on the
website.

You’ll be shown a unique
picture known as a QR code.

When you see the QR code:

1.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Microsoft Authenticator

Scan the QR code

Please open the MS
Authenticator app on
your phone.

Tap "Add work or school
account.”

Tap "Scan a QR code.”

Then scan the code with
your phone’s camera.

Add work or school account

(Example code only)

| want to set up a different method

(Open MS Authenticator app > Add work or school account > Scan a QR code)



Microsoft Authenticator

STEP 4

You’'ll then get a code from the
website to test that it’s working.

Enter that code where it asks you

to On your phone' @ Are you trying to sign in?

Microsoft Authenticator

ancho Santiago Community College District

v/

Enter the number shown to sign in.

Microsoft Authenticator P

Let's try it out

v/

Notification approve:

Approve the notification we're sending to your app by entering the number shown below.

- 20

‘ Back ‘

(Example code only)




Microsoft Authenticator

STEP 5

Finish the steps, and you’ll be logged into the Security Info page at
https://aka.ms/mfasetup.

Keep your account secure
a5 Microsoft

Your organization requires you to set up the following methods of proving who you are.
studenttestuser@student.sac.edu

Success! Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Great job! You have successfully set up your security info, Choose "Done” to continue signing in.

Default sign-in method:

A , . .
(3' Microsoft Authenticator \ D Don't show this again

Done



http://www.office.com/

Microsoft Authenticator

a

STEP 6

On the Security Info page, select “Add sign-in method” to set up a backup
authentication method (such as Text or Phone).

My Sign-Ins -

R, Overview Security info

Theesie are the miethads WOkl U o SIgn into Yo 0Count or resed your pasiwoni
f-;;- Seourity info

Defoult sign-In method: Phore - test +1 7146 Lhange
=] Organizaiions

- Badd sign-in method I

1 Dhedices
% Farg
£ Privacy
Lost desvice? Sagn oul everyahere




Microsoft Authenticator

STEP 7

The next time you log in, B Microso

the Authenticator app will Aoorove sign in request  weyoutying tosignin?

help make sure it’s really O i
o u . 3 7 Enter the numtl}eT %rlmlm.rnlt.a.fulg-n in.

y _ | 37

It's a way to keep your ‘

accou nt SafE! More "-"'";'-” | NO, IT'S NOT ME

(Example code only)

(Select this link to return to the summary of steps for Microsoft Authenticator)
(Select this link to return to the list of Approved Methods for MFA)




&) Google Authenticator — Summary of Steps

‘ Continue down this guide for step-by-step instructions with screenshots.

STEP 1 — Get the Google Authenticator app on your phone. You can find it in your phone's app store.

STEP 2 — Go to https://aka.ms/mfasetup and sign in with your Single sign-on account.

STEP 3 — Choose the option that says, “I want to use a different authenticator app.”

STEP 4 — Open the app, select “Scan a QR code,” and scan the QR code that shows up on the website
with your phone’s camera.

STEP 5 - Follow the steps on the website to check the Google Authenticator app is working correctly.

STEP 6 - Finish the steps, and you’ll be logged into the Security Info page at https://aka.ms/mfasetup.

STEP 7 - On the Security Info page, select “Add sign-in method” to set up a backup authentication
method (such as Text or Phone).

STEP 8 - The next time you log in, the Authenticator app will help make sure it’s really you. It’s a way
to keep your account safe!

(Select this link to return to the list of Approved Methods for MFA)



http://www.office.com/
http://www.office.com/

& Google Authenticator

STEP 1

Get the Google Authenticator app
on your phone.

You can find it in your phone's app
store.

Google Authenticator
Google LLC

NOTE: The app you’re looking for
is Google Authenticator from
Google LLC and is free to
download.




STEP 2

Next, go to
https://aka.ms/mfasetup on a
computer or tablet.

Use your Single Sign-On (SSO)
credentials to log in.

Select “Next” when it asks for
“More Information Required.”

& Google Authenticator

LLLLLLL

SANTA ANA
COLLEGE

RANCHO SANTIAGO

BE Microsoft

- Scz':'t'ggo . . selfsenviceib@stucentscll - Studenttestuser@student.sacedu
Y « SelfServicelD@student.saq
College Example: ab12345@stude

For Employees:

More information
[ Cetemerenaneond|  r@quired

P
e i + LastName_FirstName@rsc
. Example: Smith_John@rsc;

Your organization needs more
information to keep your account secure

Use a different account

Learn more


http://www.office.com/

& Google Authenticator

STEP 3 Keep your account secure

Choose the option that says
“ want to use a different Microsoft Authenticator
authenticator app.” e Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

Your organization requires you to set up the following methods of proving who you are.

\ After you install the Microsoft Authenticator app on your device, choose "Next”.

| want to use a different authenticator app I




& Google Authenticator

STEP 4

Follow the instructions on the
website.

You'll be shown a unique
picture known as a QR code.

When you see the QR code:

1. Please open the Google
Authenticator app on
your phone.

2. Select “Scan a QR Code.”

3. Then scan the QR code
that shows up on the
website with your
phone’s camera.

Keep your account secure

Your organization requires you to set up the following methods of proving wha you are.

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR cod:
cccccc it

After you scan the QR code, choose "Next".

=
Setup your first account
-y - o (60 (ol o ety iy o0 o TV A e Ly
e i ety vl 8L i S Veinille

Stronger security with
I want to set up a different method Gmgle Autheﬂticatﬂr

we verd ghn codes lof 82y
g 2-Siep venfic st

(Example code only)




& Google Authenticator

STEP 5
Continue by selecting N Sl i
“Next.” |

Authenticator app
You’ll then get a prompt T e
from the website to enter ,
a code shown on your — — -
Authenticator app. e
Enter that code where it
asks you to on the TR

website to make sure it’s
working.



e Google Authenticator

STEP 6

Finish the steps, and you’ll be logged into the Security Info page at
https://aka.ms/mfasetup.

Keep your account secure B® \licrosoft

Your organization requires you to set up the following methods of proving who you are.
: - - e . . - o studenttestuser@student.sac.edu

. -
Success! Stay signed in?

Do this to reduce the number of times you are asked
Great job! You have successfully set up your security info. Choose "Done” to continue signing in. to sign in.

Default sign-in method:

I:I Authenticator app \

D Don't show this again



http://www.office.com/

e Google Authenticator

STEP 7

On the Security Info page, select “Add sign-in method” to set up a backup
authentication method (such as Text or Phone).

My Sign-Ins -

8 Overiew Security info

Theese are the miEthdds you ue fo §gn It your 2ocount or nesed your passwond
Ry Sequrity info

Default sign-in method: Phone - text +1 71445 Change
E=1 Organizations

= ddd signi-in method

I:EQ:. P

Lost desvicer Sagn oul everyawhers




© Google Authenticator

STEP 8
=. Microsoft
The nEXt tlme you Iog In’ the studenttestuser@studentsac.edu
Authenticator app will help Enter code
make sure it’s rea"y yoU. (i3] E;:::} :‘h;cuc:d; S:H;:Zys:‘:g the authenticator
It’s a way to keep your 426826 426 826

H-E.'.'IHE trouble? Sign anat

account safe!

(Select this link to return to the summary of steps for Google Authenticator) (Example code only)
(Select this link to return to the list of Approved Methods for MFA)




ﬂ SMS Text Message — Summary of Steps

‘ Continue down this guide for step-by-step instructions with screenshots.

STEP 1 - Go to https://aka.ms/mfasetup and sign in with your Single sign-on account.
STEP 2 — Choose “l want to set up a different method,” then select “Phone.”
STEP 3 — Type in your phone number, then choose “Text me a code.”

STEP 4 — You’ll get a code in a text message on your phone. Enter that code where it
asks you to.

STEP 5 - Finish the steps, and you’ll be logged into the Security Info page at
https://aka.ms/mfasetup.

STEP 6 — On the Security Info page, select “Add sign-in method” to set up a backup
authentication method (such as Microsoft Authenticator).

STEP 7 — The next time you login, we’ll check it’s really you by sending a text message
code again to your phone. It’s a way to keep your account safe!

(Select this link to return to the list of Approved Methods for MFA)



http://www.office.com/
http://www.office.com/

STEP 1

Go to https://aka.ms/mfasetup on
a computer or tablet.

SMS Text Message

Use your Single Sign-On (SSO)
credentials to log in.

Select “Next” when it asks for
“More Information Required.”

LLLLLLL

SANTA ANA
COLLEGE

RANCHO SANTIAGO
Co

ommunity College District

BE Microsoft

studenttestuser@student.sac.edu

» SelfServicelD@student.scq
= SelfServicelD@student.sag
Example: ab12345@stude

Santiago
College

More information
required

For Employees:
+ LastName_FirstName@scd
. + LastName_FirstName@sag
___,7_,___31-.| = i + LastName_FirstName@rsc|
Example: Smith_John@rsc;

Your organization needs more
information to keep your account secure

Use a different account

Learn more


http://www.office.com/

SMS Text Message

STEP 2
Choose “l want to set up a different method,” then select “Phone.

4

Keep your account secure Choose a different method X

Your organization requires you to set up the following methods of proving who you are.
Which method would you like to use?

Microsoft Authenticator
Phone

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app




SMS Text Message

STEP 3 Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Type in your phone number,
then choose “Text me a code”. Phone

You can prove who you are by answering a call on your phone or texting a caode to your phone.

What phone number would you like to use?

United States (+1)

Py
(@) Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement. ’ |

| want to set up a different method




STEP 4

You’ll get a code in a
text message on
your phone.

Enter that code
where it asks you to.

SMS Text Message

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

Enter the code below.

| 722497]
Resend code

We just sent a 6 digit code to +1 714

| want to set up a different method

(Example code only)



SMS Text Message

STEP 5

Finish the steps, and you’ll be logged into the Security Info page at

https://aka.ms/mfasetup.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

Phone
+1 7144 \

B Microsoft
studenttestuser@student.sac.edu
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again



http://www.office.com/

SMS Text Message

STEP 6

On the Security Info page, select “Add sign-in method” to set up a backup
authentication method (such as Microsoft Authenticator).

My Sign-Ins -

B Overview Secu rlt}' inﬁ:‘

Theese are the miethods Vol USE B0 SR N0 Yo S0Coint Or resed your pasawons
By Security info

Default sign-in method: Phore - text +1 71440 Change
B Organizalions y

- Badd sign-in method I

= Lences
':i P
8 Privacy

Lost desvicer Sagn oul everpahers




STEP 7

The next time you
login, we’ll check it’s pel

really you by sending a e
text message code p—
again to your phone. ,

SMS Text Message

Enter code

It’s a way to keep your
account safe!

(Example code only)

(Select this link to return to the summary of steps for SMS Text Message)
(Select this link to return to the list of Approved Methods for MFA)




@ | Phone Call — Summary of Steps

‘ Continue down this guide for step-by-step instructions with screenshots.

STEP 1 — Go to https://aka.ms/mfasetup and sign in with your Single sigh-on account.
STEP 2 — Choose “l want to set up a different method,” then select “Phone.”

STEP 3 — Type in your phone number, then choose “Call Me.”

STEP 4 — Answer the call from Microsoft and press the "#" key to confirm it's you.

STEP 5 = Finish the steps, and you’ll be logged into the Security Info page at
https://aka.ms/mfasetup.

STEP 6 — On the Security Info page, select “Add sign-in method” to set up a backup
authentication method (such as Microsoft Authenticator).

STEP 7 — The next time you login, you’ll receive a phone call to verify it’s really you.

(Select this link to return to the list of Approved Methods for MFA)



http://www.office.com/
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|| Phone Call

STEP 1

Go to
https://aka.ms/mfasetup on a
computer or tablet.

Use your Single Sign-On (SSO)
credentials to log in.

Select “Next” when it asks for
“More Information Required.”

ananananan

SANTA ANA
COLLEGE

Login authentication screens
Learn More - Single Sign-On §
Retrieve Usernal

BE Microsoft

me or Reset P

Santiago For Students: studenttestuser@student.sac.edu
s Canyon " « SelfServicelD@student.sccolleg
y! « SelfServicelD@student.sac.edu
College Example: ab12345@student.sac Mo re info rmation
required

Your organization needs more
information to keep your account secure

Use a different account

Learn mare


http://www.office.com/

2| Phone Call

STEP 2
Choose “l want to set up a different method,” then pick “Phone.

4

Keep your account secure Choose a different method x

Your organization requires you to set up the following methods of proving who you are.

Which method would you like to use?

Microsoft Authenticator

Phone v

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now B '
_ _ : _ Rl Cancel
After you install the Microsoft Authenticator app on your device, choose "Next”.

| want to use a different authenticator app

[E——




2| Phone Call

Keep your account secure

STEP 3

Type in your phone number, then
choose “Call me.”

Your organization requires you to set up the following methods of proving who you are,

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

United States (+1)

O Text me a code

(@) Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

ifferent meth




2| Phone Call

STEP 4

Answer the call from Microsoft and
press the "#" key to confirm it's you.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We're calling +1 7144 NOow.

| want to set up a different method




2| Phone Call

STEP 5

Finish the steps, and you’ll be logged into the Security info page
at https://aka.ms/mfasetup.

Keep your account secure

BT Microsoft

Your organization requires you to set up the following methods of proving who you are.
studenttestuser@student.sac.edu

Success! Stay signed in?

_ g _ e Do this to reduce the number of times you are asked
Great job! You have successfully set up your security info. Choose "Done” to continue signing in. to sign in

Default sign-in method:

% Phone ‘

|:| Don't show this again



http://www.office.com/

2 Phone Call

STEP 6

On the Security Info page, select “Add sign-in method” to set up a backup
authentication method (such as Microsoft Authenticator).

My Sign-Ins -

R, Overview Security info

Theesie are the miethads WOkl U o SIgn into Yo 0Count or resed your pasiwoni
f-;;- Seourity info

Defoult sign-In method: Phore - test +1 7146 Lhange
=] Organizaiions

- Badd sign-in method I

1 Dhedices
% Farg
£ Privacy
Lost desvice? Sagn oul everyahere




2| Phone Call

STEP 7

The next time you login, you’ll receive a phone call to verify it’s really you.
It’s a way to keep your account safe!

B® Microsoft
studenttestuser@student.sac.edu

Verify your identity B® Microsoft

studenttestuser@student.sac.edu
% Call +X XXOXXXX6E6

Approve sign in request

We're calling your phone. Please answer it to
continue.

m Text +X XXXXXXXX66

Having trouble? Sign in anothe ]

Cancel

(Select this link to return to the summary of steps for Phone Call)
(Select this link to return to the list of Approved Methods for MFA)




(1) lie34s6

Hardware Token — Summary of Steps

1 Continue down this guide for step-by-step instructions with screenshots.

STEP 1 — Request a Hardware Token from the ITS Department.
STEP 2 — Login to www.Office.com with your Single Sign-on (SSO)

Username.

STEP 3 — Press the Power button to generate a code, which refreshes every
30 seconds, then Enter the Verification Code.

STEP 4 — Complete Office.com login.
STEP 5 — Verify your identity with Hardware Token on next login.

(Select this link to return to the list of Approved Methods for MFA)



http://www.office.com/

G ez ) Hardware Token

STEP 1 — Request a Hardware Token
from the ITS Department. OTE c200

ONE TIME PASSWORD

Contact ITS Help Desk at
helpdesk@rsccd.edu or 714-564-4357 Ext 0
to request a Hardware Token.



mailto:helpdesk@rsccd.edu

() [ie34s6

Hardware Token

STEP 2 — Login to www.Office.com
with your Single Sign-on (SSO)

Username.

BN Microsoft
Sign in

studenttestuser@student.sac.edu

MNo account? Create onel

Can't access your account?

bl SANTA ANA Sign in with your organizational account
| COLLEGE

studenttestuser@student.sac.edu

[ Keep me signed in

Login auth ion screens are

h

Learn More - Single Sign-On FAQs
Retrieve Username or Reset Password

For Students:
» SelfServicelD@student.sccollege.edu
» SelfServiceD@student.sac.edu
Example: ab12345@student.sac.edu

= Santiago
Canyon
College

For Employees:

» LastName_FirstName®@sccollege.edu

e LastName_FirstName@sac.edu

» LastName_FirstName@rsccd.edu

Example: Smith_John@rscecd.edu



http://www.office.com/

G ez ) Hardware Token

STEP 3 — Press the Power button to generate a code, which
refreshes every 30 seconds, then Enter the Verification Code.

B8 Microsoft
studenttestuser@student.sac.edu

Enter code

[@] Enter the code displayed on your authentication
token

658896

(Example code only)



Hardware Token

STEP 4 — Complete Office.com login. B= Microsoft

studenttestuser@student.sac.edu

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again




O e ) Hardware Token

STEP 5 — Verify your identity with Hardware Token on next login.

B Microsoft

studenttestuser@student.sac.edu

Enter code

[@] Enter the code displayed on your authentication
token

658896

Maore information

(Example code only)

(Select this link to return to the summary of steps for Hardware Token)
(Select this link to return to the list of Approved Methods for MFA)




Manage Your Backup Authentication Methods

ITS strongly recommends setting up at least 2 different MFA Methods.
(If you lose access to one method, you can still sign in with the other.)

STEP 1 — Go to https://aka.ms/mfasetup and login
STEP 2 — Add, Delete, or Change Your Sign-In Methods

Add a method
Security info

1 2 are The methdods you use 10 SIgn InTo your #00ount of Nesel your pasmwons

Which method would you like to add?

Authenticator app

(Select this link to return to the list of Approved Methods for MFA)



https://aka.ms/mfasetup
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